
ABSTRACT: 
IN THIS PAPER, WE DESIGN AND IMPLEMENT C-FRAME, THE FIRST MEASUREMENT SYSTEM TO
COLLECT REAL-TIME, IN-THE-WILD DATA ON MODERN CAPTCHA ATTACKS. FOR THIS, WE STUDY
THE RECENT EVOLUTION IN THE PROTOCOLS OF CAPTCHAS AS WELL AS HUMAN-DRIVEN
FARMS THAT FACILITATE ATTACKS AGAINST CAPTCHAS. THIS STUDY LEADS US DIRECTLY TO
THE DISCOVERY OF A UNIQUE VANTAGE POINT TO CONDUCT A GLOBAL-SCALE CAPTCHA
ATTACK MEASUREMENT STUDY. HARNESSING THIS, WE DESIGN AND BUILD C-FRAME TO BE
CAPTCHA-AGNOSTIC AND ETHICALLY CONSIDERATE. WE THEN DEPLOY OUR SYSTEM FOR A 92-
DAY PERIOD RESULTING IN CAPTURING OF 425,257 CAPTCHA ATTACKS ON 1417 SITES. IN
ORDER TO CHARACTERIZE THESE ATTACKS, WE LEVERAGE A CAREFULLY DESIGNED
QUALITATIVE ANAYLYSIS APPROACH USING 3 ANALYSTS. OUR STUDY RESULTS IN DILINEATION
OF 34 DIFFERENT CAPTCHA-ATTACK CATEGORIES WITH SEVERAL INTERESTING REAL-WORLD
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ATTACK EXAMPLES. TWITTER RECEIVED THE LARGEST NUMBER OF CAPTCHA ATTACKS OVERALL (ABOUT 255,480 ATTACK
REQUESTS) MOST OF WHICH ATTEMPT TO CREATE BOT ACCOUNTS. WE ALSO CATEGORIZED AND CAPTURED ATTACKS SUCH AS
TICKET SCALPING ATTEMPTS (E.G. A TAYLOR SWIFT CONCERT EVENT IN BRAZIL), FRAUDULENT LAWSUIT CLAIMS, AND ABUSIVE
APPOINTMENT BOOKING ATTEMPTS (E.G. A SPAIN VISA SITE IN CHINA). WE ALSO FOUND CAPTCHA-ASSISTED ATTEMPTS TO
DOWNLOAD DATA FROM GOVERNMENT WEBSITE (E.G. WEBSITES OF 20 US STATES). WE ASCRIBE OUR ATTACKS TO 58
DIFFERENT COUNTRIES ACROSS 5 CONTINENTS. WE PRESENT A DETAILED MEASUREMENT ANALYSIS TO GIVE INSIGHTS ON THIS
ATTACK DATA AND ALSO SUGGEST SOME FUTURE POTENTIAL REMEDIATION MEASURES THAT CAN BE INSPIRED BY OUR
SYSTEM.
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ABSTRACT: 
IN NOVEMBER 2023, GOOGLE PLAY INTRODUCED NEW CLOSED TESTING REQUIREMENTS FOR
APPS SUBMITTED BY DEVELOPERS OPERATING WITH PERSONAL ACCOUNTS, OR INDIE APP
DEVELOPERS. THESE REQUIREMENTS MANDATE THAT AT LEAST 20 TESTERS MUST REMAIN
OPTED-IN (USE THE APP) FOR AT LEAST 14 CONSECUTIVE DAYS BEFORE THE APP CAN BE
PUBLISHED ON THE PLAY STORE. ACCORDING TO GOOGLE, THESE NEW REQUIREMENTS AIM
TO ENSURE THE QUALITY AND SECURITY OF SUBMITTED APPS. HOWEVER, FOR INDIVIDUAL
DEVELOPERS OPERATING WITHOUT ORGANIZATIONAL SUPPORT, ADHERING TO SUCH
REQUIREMENTS CAN POSE LOGISTIC CHALLENGES AND LEAD TO SIGNIFICANT PRODUCTION
DELAYS. TO UNDERSTAND THESE CHALLENGES, IN THIS PAPER, WE QUALITATIVELY 

ANALYZE APP DEVELOPERS’ DISCUSSIONS OF THE NEW GOOGLE PLAY’S CLOSED TESTING REQUIREMENTS ON REDDIT.
ADDITIONALLY, WE CONDUCTED AN INTERVIEW WITH 12 INDIE APP DEVELOPERS SEEKING TO ADHERE TO THE
REQUIREMENTS. OUR RESULTS SHOW THAT THE NEW TESTING REQUIREMENTS ARE COMMONLY PERCEIVED AS
DISCRIMINATORY, IMPOSING LOGISTIC AND BUREAUCRATIC BARRIERS ON SMALL-SCALE CREATORS IN THEIR QUEST TO
COMPETE IN THE MOBILE APP MARKET. OUR ANALYSIS ALSO UNCOVERS THE VARIOUS STRATEGIES THE ANDROID
DEVELOPER COMMUNITY HAS ADAPTED TO NAVIGATE SUCH REQUIREMENTS. BASED ON OUR FINDINGS, WE PROPOSE
SEVERAL GUIDELINES TO HELP INDIE APP DEVELOPERS INTEGRATE THE NEW TESTING REQUIREMENTS INTO THEIR
WORKFLOW. WE FURTHER SUGGEST VARIOUS DESIGN STRATEGIES TO MITIGATE THE IMPACT OF SUCH REQUIREMENTS
ON INNOVATION, FAIRNESS, AND COMPETITION IN THE MOBILE APP MARKET.
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